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GESUNDHEITSKARTE ALS SMARTCARD

e Prozessorkarte
e sicherer Speicher
e kryptografische Operationen
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AID BEKANNT GEBEN

com.apple.developer.nfc.readersession.iso78l6.select-identifiers
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https://developer.apple.com/documentation/corenfc/nfciso7816tag
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KEY AGREEMENT
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Password Authenticated Communication Establishment
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PACE - PROTOKOLL

BSI TR 03110 1. Nonce encryption via Password

2. Nonce mapping on Elliptic Curve

3. Key Agreement (EC DH +
Derivation)

4. Authentication token exchange

eeeeeeeee
Informationstechnik

hnical Guideline TR-03110-1
A d Security Mec m
Machine Readable Trav m IDA
art MRETD: BAC/PAI and EA

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-

sortiert/tr03110/TR-03110_node.html
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SECURE MESSAGING

erst jetzt: Kommunikation via Secure Channel

Command Header Command Body

EIEET C I e

command class

- 0 O x - - = — command chaining indicator
- 0 0 - X x - - secure messaging indicator
= 0 0 = 1 1 - - secure messaging

- 0 0 - 0 0 - - no secure messaging

- 0 O - - - x x channel number
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DANKE

OpenHealthCard connect App-Store OpenHealthCard connect GitHub

gerald.bartz@gematik.de
holger.ahl@gematik.de

https://apps.apple.com/de/app/openhealthcard- https://github.com/gematik/ref-
connect/id1450490405 OpenHealthCardKit
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