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Motivation

• Teil des Secure Software Development Life Cycle

Source: gematik
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Motivation

• Teil des Secure Software Development Life Cycle


• Application Security Risks


• Supply Chain Attack


• Xcode Ghost: 128 Millionen Opfer?

https://www.macwelt.de/news/Xcode-Ghost-Wie-der-groesste-Apple-Hack-der-Geschichte-ablief-11026422.html
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https://www.macwelt.de/news/Xcode-Ghost-Wie-der-groesste-Apple-Hack-der-Geschichte-ablief-11026422.html
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Pipelines !

Source Git Icons: https://dribbble.com/afnizarnur

CI Every Commit

Release Release Branches

SAST (48h SLA) Release Branches 
/on demand

Source Code Publish ! Manually

(System-)Integration Tests " Nightly/On Demand

macOS
# 
# 
#

CI Every Commit

Release Tag based

SAST (48h SLA) Release Branches

/on demand

Source Code Publish ! Manually

Dev/Test Builds " Nightly/On Demand
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https://dribbble.com/afnizarnur
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CI Pipeline

Start EndLint Tests Build Test Version Upload
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Start Lint Tests Build Test Version

Lint/Static Analysis

• Same style makes reading easier


• Spot todos/issues


• Avoid "goto fail"


• Avoid problematic patterns


• Keep cyclic complexity low

• swiftformat

• swiftlint

• swiftgen

• sourcery

!
• ktLint

• Detekt (geplant)

• (Sonartype)
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Source: https://www.synopsys.com/blogs/software-security/
understanding-apple-goto-fail-vulnerability-2/

https://www.synopsys.com/blogs/software-security/understanding-apple-goto-fail-vulnerability-2/
https://www.synopsys.com/blogs/software-security/understanding-apple-goto-fail-vulnerability-2/
https://www.synopsys.com/blogs/software-security/understanding-apple-goto-fail-vulnerability-2/
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Start Lint Tests Build Test Version Upload

Build Test Version

• Automated tests with simulators


• Automated testing with device cloud 
(attached eGK)


• Manual testing


• Explorative


• Pentesting


• Alpha/Beta Tester
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Release Pipeline

Start EndBuild PU/TU/RU
Archive


Logs/Artifacts Store Upload SAST
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Start Build PU/TU/RU Archive Log/Artifacts Store Upload

Archive Artifacts/Buildlog

• Reproducible builds


• Which (build)tools (+version) are used?


• Which libraries (+version) are used?

• Gemfile.lock, Podfile.lock, Cartfile.lock

• xcversion

!
• build.gradle

• Dockerfile

Screenshot: Artifacts within Nexus
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Start EndBuild PU/TU/RU Archive Log/Artifacts Store Upload SAST

SAST
Static Application Security Testing

• Fortify


• Sonarcube


• Gitlab CI

• Fortify on Demand
!
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Try before you buy!
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Source Code Publish

Start EndRemove Internals Build Doc CI Publish to Github
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Build Documentation

• Implementation based 
on Requirements

Start Remove Internals Build Doc CI

$ https://fachportal.gematik.de
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https://fachportal.gematik.de/downloadcenter/releases/release-402-und-produkttyp-und-anwendungsreleases
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Build Documentation

• Implementation based 
on Requirements


• Referenced in Code 
with special "Tag"

Start Remove Internals Build Doc CI

Sources/eRpApp/Screens/CardWall/ReadCard/NFCSignatureProvider.swift#L324
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https://github.com/gematik/E-Rezept-App-iOS/blob/89c1578147297a2d929fde7e22d4626765a320c1/Sources/eRpApp/Screens/CardWall/ReadCard/NFCSignatureProvider.swift#L324


Fachkonferenz: Sichere App-Entwicklung | 17.09.2021

Build Documentation

• Implementation based 
on Requirements


• Referenced in Code 
with special "Tag"


• Aggregate all 
References ...

Start Remove Internals Build Doc CI

fastlane/Fastfile#L570

...
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https://github.com/gematik/E-Rezept-App-iOS/blob/91a7c2234bda3fcf79bf00062e70f4db815ac34f/fastlane/Fastfile#L570
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Build Documentation

• Implementation based 
on Requirements


• Referenced in Code 
with special "Tag"


• Aggregate all 
References and create 
a markdown list

Start Remove Internals Build Doc CI

generated/requirements.md#a_20700-07
16

https://github.com/gematik/E-Rezept-App-iOS/blob/gh-pages/generated/requirements.md#a_20700-07


gematik/E-Rezept-App-iOS! gematik/E-Rezept-App-Android

Source
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E-Rezept App

Thank you!
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https://apps.apple.com/de/app/das-e-rezept/id1511792179

